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COURSE OBJECTIVES COURSE OUTCOMES

Instruction: 2 Hours per week
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The course will enable the students to:

At the end of the course students will be able to:

1. Study fundamentals of number I. Apply the knowledge of Congruences for Modular
theory. exponentiation and solving Linear Congurences.

2. Study various methods under
monoalphabetic substitution ciphers. 2. Apply the methods under monoalphabetic substitution
ciphers to encipher and decipher.

3. Understand the methods under| 3. Apply the methods under polyalphabetic substitution

polyalphabetic substitution ciphers ciphers to encipher and decipher.
and public key cryptography.

4. Study Public key Cryptography and
Cryptographic protocols and
algorithms.

4. Apply the methods RSA Cryptosystem.

UNIT- | (6 Hours)
Number Theory:

Divisibility- Euclidean Algorithm — GCD using Euclidean Algorithm —Introduction to Congruences -Modular
Arithmetic —Fast Modular Exponentiation-Linear Congruences.

UNIT- 11 (6 Hours)
Monoalphabetic Substitution Ciphers:

Introduction to Cryptology and Basic Terminology -Monoalphabetic Substitution Ciphers-The Additive (or
shift) Cipher ~The Multiplicative Cipher - The Affine Cipher.

UNIT —111 (8 Hours)
Polyalphabetic Substitution Ciphers :

Polyalphabetic Substitution Ciphers - Integer Matrices - The Hill Digraph Cipher - The Hill Trigraph Cipher -
The Vigenegre Square Cipher - The Playfair Cipher -The Permutation Cipher — The Exponentiation cipher
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UNIT -1V (6 Hours)
Public Key Cryptography :

Public Key Cryptography ~RSA Cryptosystem- Knapsack Cipher,
Cryptographic Protocols & Applications — Diffie-Hellman Key Exchange.

Text Book:

Reference Book :
A Course in Number Theory and Cryptography by Neal Koblitz, Springer, New York.

J Online Resources:
e 1. https://onlinecourses.nptel.ac.in/noo16_0521

2. www.mastermathmentor.com
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