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COURSE OBJECTIVES 

The objectives of the course is to 
COURSE OUTCOMES 

On completion of the course, students will be able to 
provide an overview of Industry 4.O and its impact 
on modern manufacturing and develop skills for 
implementing industry 4.O technologies in 
production processes. 

1. analyse the basic principles and technologies for smart 
factories and identify their applications in modern 
manufacturing. 

2. evaluate the concepts of Cyber-Physical Systems (CPS) and 
Cyber-Physical Production Systems (CPPS) and their role in 
creating new business models. 

3. apply the concepts of Digital Twins and Assistance Systems 
in production processes and their benefits. 

4. develop strategies for ensuring safety and security in 
networked production environments and analyse the 
challenges and opportunities of Human-Robot Collaboration 
(HRC). 

5. analyse the benefits and challenges of Cloud Manufacturing 
and the Connected Factory and develop strategies for 
implementing smart work pieces. 

 
 

UNIT-I 
Introduction 
Definition of Industry 4.0, Comparison of Industry 4.0 Factory and today's Factory, Difference between 
conventional automation and Industry 4.0. 
Basic principles and technologies of a Smart Factory 
Internet of Things (IoT) & Industrial Internet of Things (IIoT) & Internet of Services, Big Data, Cyber-Physical 
Systems, Value chains in manufacturing companies, Customization of products, Digital Twins, Cloud 
Computing / Cloud Manufacturing, Security issues within Industry 4.0 networks. 
 
UNIT-II 
Cyber-Physical Systems (CPS) and Cyber-Physical Production Systems (CPPS) 
Definition of Cyber-Physical System, Core elements of Cyber-Physical Systems and Cyber-Physical Production 
Systems, Control theory and real-time requirements, Self-organization principles, Communication in cyber-
physical systems, Design Methods for Cyber-physical Systems, Applications for cyber-physical systems. 
Cyber-Physical Systems and new Business Models 
How CPS can induce new Business Models, The Role of horizontal and vertical value streams, New Business 
Models for the Smart Factory, Characteristics of Business Models within the Smart Factory, Examples of new 
Business Models: Service provider, Data provider, Technology provider, Platform provider. 
 
UNIT-III 
Digital Twins in Production 
Basic concepts of Digital Twins, Benefits, impact and challenges of Digital Twins, Features and 
Implementation of Digital Twins, Types of Digital Twins, Digital Twin use cases, Applications for digital twins 
in production. 
Assistance systems for production 
The connected worker within the Industry 4.0 scenario, Diversity-driven workplaces, Human-and task-
centered assistance systems, Technical tools (“Ambient Assisted Working” (AAW)), Mobile information 
technologies, Shop floor information systems, Production line support systems, Manipulator systems and 
intelligent chairs, Human work support by using exoskeletons, Applications of assistance systems in 
production. 
 
UNIT-IV  
Human-Robot Collaboration 
Human-Robot Collaboration in Industry, Collaborative Robots: tasks, examples, Types of Human-Robot 



Collaboration, Safety of Human-Robot Collaboration, Applications with Collaborative Robots. 
Safety and Security in networked Production Environments 
Definition of Safety with Industry 4.0, Safety for connected Machines and Systems, Safety in Human Robot 
cooperation, Optimizing Safety with Industry 4.0, Security & Security Risks with Industry 4.0. 
 
UNIT-V  
Cloud Manufacturing and the connected factory  
Virtualization, Cloud Platforms, Big data in production, Cloud-based ERP and MES solutions, Connected factory 
applications, IT security for cloud applications. 
 
 
 
The smart work piece 
Intelligent work piece, Work piece tagging, QR codes and RFID, Communication between work piece and 
environment, Multi-agent systems in production, Applications for smart work pieces. 
 
Learning Resources: 
1.  Alasdair Gilchrist, Industry 4.0: The Industrial Internet of Things, Apress, 2016. 
2.  Ibrahim Garbie, Sustainability in Manufacturing Enterprises: Concepts, Analyses and Assessments for 

Industry 4.0, Illustrated Edition, Springer, 2016. 
3.  Klaus Schwab, The Fourth Industrial Revolution, Crown, 2017. 
 
The break-up of CIE: Internal Tests + Assignments + Quizzes     
1 No. of Internal Tests: 02 Max. Marks for each Internal Test: 30 
2 No. of Assignments: 03 Max. Marks for each Assignment: 5 
3 No. of Quizzes: 03 Max. Marks for each Quiz Test:  5 
      Duration of Internal Test:  90 Minutes 

  


